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Security Threats to Servers / Workstations

Malicious users with physical access to thecomputers

Denial of service attack

Buffer overrun attack

Viruses, Worms

Trojan horses

Back door attack

Password guessing / Password dictionary / Brute force attack

Logic bomb

Rootkits

Replay attack

Man-in-the-middle attack

Spoofing

Sniffing

Social engineering, ...



Security policies, procedures, and 
education

Policies, procedures, and awareness

Guards, locks, tracking devicesPhysical security

What Is a Defense-in-Depth Approach to computer
Security?

Using a layered approach:

Increases an attackerôs risk of detection 

Reduces an attackerôs chance of success

Application hardeningApplication

OS hardening, authentication, 
security update management, 
antivirus updates, auditing

Host

Network segments, NIDSInternal network

Firewalls, boarder routers, VPNs 
with quarantine proceduresPerimeter

Strong passwords, ACLs, 
backup and restore 
strategy

Data



What Is a Secure Member Server Baseline?

A secure baseline:

Is a detailed description of all relevant configuration settings for a 
specific computer 

Core Server Security Practices :

Apply the latest service pack and all available 
security updates

Use Group Policy to harden servers

Use MBSA to scan server security configurations

Restrict physical and network access to servers/ Decommission 
computers securely



Guidelines for Creating a Strong Password Policy

When implementing a password policy:

Educate users about password requirements

Consider the use of pass phrases rather than passwords

When enforcing a password policy:

Use password complexity

Use Group Policy to control:

Maximum password age 

Password history

Minimum password age

Password length



Account Lockout Policies vs. DoS

Group Policy Setting Description

Account lockout 

threshold

The number of logon attempts that can be made 
before the account is locked out

Account lockout 

duration

The number of minutes a locked out account will 
remain disabled before being automatically 
enabled

Reset account lockout 

counter after

The number of minutes that must elapse after a 
failed logon attempt before the counter is reset to 
0 bad logon attempts



Guidelines for Setting Security for Administrator 
Accounts

Methods to increase the security of administrative 
accounts include:

Limiting the number of administrator accounts to highly 
trusted personnel

Separating user and administrative accounts

Using the secondary logon service

Disabling the built-in administrator account

Enforcing strong passwords

Implementing two-factor authentication


